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Ensuring Effective Risk Management and Responsible Business Practices 

 Ensuring data privacy and security 

To strengthen our organisational culture on data privacy, we conduct mandatory privacy training for new 
joiners and ongoing refresher to existing employees in order raise awareness on latest privacy rules and 
trends.  By equipping employees with up-to-date knowledge and resources, we promote responsible data 
privacy practices and reinforce our commitment to safeguarding personal information.  

 

In 2025, we introduced a dedicated learning module on Responsible Use of Artificial Intelligence (RUAI). This 
training provides foundational knowledge on ethical AI usage, with a focus on mitigating bias, promoting 
fairness, and ensuring data privacy and security. The rollout of this module was supported by the Group Chief 
Risk Office, underscoring its strategic importance and relevance to our risk management framework.  

 

Data protection and cybersecurity 

AIA is committed to maintaining robust cybersecurity and information security practices across its operations. 
The Board Risk Committee receives regular cybersecurity updates including an annual formal report from the 
Group Information Security function. Our Group cybersecurity controls are overseen by our Group Chief 
Technology, Life Operations Officer and information security team. The Director of Information Security 
handles all cybersecurity issues and reports directly to the Head of Group IT Operations. 

 

Our Information security policy is made available to all employees covering a commitment to the continual 
enhancement of information security systems, the preservation of data integrity and protection, the proactive 
monitoring and response to security threats, and a breakdown of individual responsibilities. The policy also 
establishes stringent information security requirements for third-party providers, which are reinforced through 
the Supplier Code of Conduct containing explicit provisions on privacy and information security. 

 

We place strong emphasis on fostering a culture of security awareness among our employees and 
contractors. All AIA employees and external contractors are required to complete in our annual Security 
Awareness Refresher Training, ensuring they stay vigilant and informed about evolving cyber threats. 
Employees are required to report incidents or suspected incidents immediately to their manager or directly to 
the helpdesk which will be escalated to the Group Cyber Security team within specific timeframes as per the 
Information Security Incident Response Plan. 

 

To strengthen our cyber resilience, we have in place an information security-related business continuity plan. 
Our information security management system is regularly audited internally and externally, including ethical 
hacking exercises, incident management drills and vulnerability analysis. We also assess and monitor 
information security controls implemented by third-party service providers to ensure compliance with AIA’s 
information security requirements. 

 

Our Group Information Security function is certified under the Service Organization Control (SOC) Type 2 
framework, providing independent assurance over the design and effectiveness of our cybersecurity controls. 
In addition, we further reinforce our cybersecurity governance through external independent audits are also 
conducted every year and obtained International Organization for Standardization (ISO) 27001 certification 
covering 100% of our Group’s operations. This certification covers identity access management, cybersecurity 
and cloud security operations.  
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